
 
 

  



 
 

  



 
 

 

 



 
 

 

 

Introduction 

 
Overview 

 
Broadnet Technologies SMS Firewall is an industry-recognized Tier 1 device that 
protects a mobile network from all SMS-based messaging assaults and provides 
complete security and control over all network communications. The firewall is 
designed on the same engine/platform as the Broadnet Technologies Protect Unified 
Signaling Firewall suite and is an important part of it, therefore the SMS Firewall has 
access to the most recent technologies and capabilities. 
 

 
 

Figure 1--Broadnet Technologies products family tree, highlighting SMS Firewall and SMSC Home Router 
 



 
 

 

 
SMS messages are terminated on a mobile network via the use of the following 
routes and technologies: 
 

 International SMS are transmitted through means of international 
providers/gateways 

 
 

 National off-net SMS messages originate from the national MNOs through SS7 
interconnect trunks. This can be   based on SIGTRAN. 

 
 Corporate messaging is supplied over SMPP connections from the SMS 

Gateways 
 

 Distributor of services (Service providers, they can send over  HTTP/HTTPS Api's 
with easy tools to migrate from previous providers to our end in addition 
to    SMPP connections that are available to both local and foreign businesses. 

 
 SMS messages may both originate and terminated on the local network. This 

covers both valid person-to-person messages and messages from 
unauthorized SIMbox/SIMfarm sources. 

 
 

 SMS Firewall is implemented at the network perimeter to intercept any 
interconnecting messages. Depending on client need, on-net messaging may 
also be protected by a firewall. 
 
 
 

This can be seen in Figure 2. 
 
 

 

 
 

 



 
 

 

Figure 2--Broadnet Technologies SMS Firewall protects the network from illegitimate SMS from any source 
 
Purpose of an SMS Firewall 
 

1. Security: The primary purpose of an SMS firewall is to enhance the security 
of mobile networks by preventing unauthorized access, protecting against 
SMS-based threats such as spamming, spoofing, faking, smishing, and 
viruses. It helps maintain the integrity of network communications and 
safeguards user privacy. 
 

2. Threat Detection and Prevention: An SMS firewall employs advanced 
technologies and algorithms to detect and prevent potential SMS-based 
threats in real-time. It analyzes SMS traffic, content, sender IDs, and other 
parameters to identify suspicious patterns or malicious activities, allowing 
timely intervention and mitigation. 

 
 

3. Content Validation and Filtering: The firewall validates and filters SMS 
content based on predefined rules and policies. It ensures that only 
legitimate and authorized messages reach end-users while blocking or 
quarantining malicious or unauthorized content. Content filtering may 
include checking for specific keywords or URLs, enforcing compliance with 
regulatory guidelines, and identifying inappropriate or harmful content. 
 

4. Revenue Protection: SMS firewalls play a crucial role in protecting revenue 
streams by preventing revenue leakage caused by SMS-related frauds, 
such as SMS spamming or SMS faking. By blocking fraudulent SMS traffic, 
the firewall ensures that legitimate A2P (Application-to-Person) messaging 
generates revenue for mobile network operators. 

 
 

5. Network Performance Optimization: An SMS firewall helps optimize network 
performance by efficiently managing SMS traffic. It identifies and resolves 
issues related to network congestion, message routing, and delivery 
delays, ensuring a smooth and reliable messaging experience for end-
users. 
 

6. Compliance with Regulatory Requirements: SMS firewalls enable mobile 
network operators to comply with regulatory guidelines and standards 
related to SMS communications. They provide features for filtering and 
monitoring SMS content to ensure compliance with local regulations, 
industry guidelines, and privacy laws. 

 
 

7. Reporting and Analytics: SMS firewalls offer comprehensive reporting and 
analytics capabilities, providing insights into SMS traffic patterns, security 
incidents, and network performance. Operators can leverage these 
reports to analyze trends, identify anomalies, and make informed decisions 
to improve operational efficiency and security measures. 



 
 

 

 
8. Fraud Prevention and Revenue Assurance: By detecting and blocking 

fraudulent SMS activities, an SMS firewall contributes to revenue assurance 
by minimizing revenue losses resulting from SMS frauds, such as SMS 
spoofing or unauthorized SMS routing. It helps protect the operator's brand 
reputation and maintain trust among end-users. 

 
 

9. Customer Experience Enhancement: With its security measures and filtering 
capabilities, an SMS firewall enhances the overall customer experience by 
reducing the risk of receiving unsolicited or malicious messages. It ensures 
that legitimate SMS messages are delivered promptly, promoting customer 
satisfaction and trust in the network. 
 

10. Scalability and Adaptability: SMS firewalls are designed to scale and 
adapt to the evolving needs of mobile networks. They can handle 
increasing SMS volumes, accommodate new messaging protocols, and 
integrate with existing network infrastructure seamlessly. 

 
 
 

SMS Security is necessary for all networks to avoid network and subscriber abuse and 
fraud. SMS vulnerabilities are described in GSMA publications IR.70: SMS Fraud and 
IR.71: SMS Fraud Prevention.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

 
 
 
 
 
 
 
Table 1 details the hazards identified in these papers. 
 
 
Threat What happens? Operator risk 

   
   
SMS 
spamming Unwanted messages to subscribers Irritated customers, degraded 

  performance. MNO blamed for relay 
   
   
SMS flooding Remote network sends massive Overload of signaling network. MNO 

 volumes of messages targeting incurs relay and operator costs 
 subscribers and nodes  
   
   
SMS faking Foreign system illegally uses the MNO cannot collect termination fees 

 identity of home SMSC  
   
   

SMS spoofing 
Messages sent illegally by 
simulating Subscribers wrongfully billed for 

 subscribers in a roaming situation unsent messages/content 
   
   
SMS Smishing Messages that appear to be from a Customer annoyance, billing issues. 

 valid source attempt to acquire 
Potential to spread more viruses 
and 

 subscriber personal information increase spam 
   
   
SMS viruses Hacker engine launches message Compromised terminals cause 

 luring subscribers to a download site customer service problems and may 
 with viruses send unwanted messages 
    
 
 
 
SMS Smishing Foreign system floods the target SMSC is forced to send SMS from 

 network with MO ForwardSM foreign systems and home operator 

 
messages to find an unsecured 
SMSC. 

cannot collect fees! 

 
 



 

 

 
Broadnet Technologies SMS Firewall Solution Description 

 
 
Table 1--Summary of SMS threats 
 
In addition to the threat categories described before, the operator may be susceptible to risks 
associated with message characteristics, such as SMS content (e.g. viruses and smishing). The 
rising usage of SMS-based two-factor authentication (2FA, e.g. one-time passwords/OTPs) 
misleads users into believing they are protected, despite the reality that they are vulnerable to 
hackers through the SMS OTP threat vector. 
 
 
A2P Profitability 
 
A2P Monetization is the commercial approach of categorizing SMS into two distinct groups. 
P2P (Person-to-Person) and A2P (Application-to-Person) SMS. Enterprises must pay a higher fee 
for SMS termination when delivering traffic to Home Network customers (i.e. A2P SMS). The SMS 
Firewall's goal is to identify and stop A2P SMS traffic delivered into the Home network through a 
grey-route (i.e. a cheaper route designed for P2P traffic). Thus, guaranteeing that all A2P SMS 
are ended via official means. 
 
 

 
 
 



 

 

 
 

 
 
 
 

System Capabilities 
 

 
1. Real-time Threat Detection: Highlight the system's ability to detect and respond to SMS-

based threats in real-time. Emphasize its capability to identify and block spam 

messages, malicious content, spoofed sender IDs, and other security risks. 

2. Advanced Filtering and Content Validation: Discuss the system's advanced filtering 

mechanisms and content validation techniques. Explain how it can examine SMS 

content, keywords, URLs, attachments, and multimedia messages to ensure 

compliance, prevent fraud, and protect against malware. 

3. Granular Policy Management: Highlight the system's flexibility in defining and managing 

granular policies. Explain how administrators can set up rules based on sender IDs, 

recipient numbers, content categories, and other criteria to customize the level of 

filtering and control. 

4. Intelligent Traffic Routing: Describe the system's capability to intelligently route SMS 

traffic based on predefined rules. Explain how it can prioritize certain traffic types, apply 

specific routing based on sender reputation or volume behavior, and ensure efficient 

delivery and processing of messages. 

5. Reporting and Analytics: Discuss the system's comprehensive reporting and analytics 

features. Explain how it provides detailed insights into SMS traffic patterns, security 

incidents, compliance violations, and network performance metrics. Highlight the value 

of these reports in identifying trends, optimizing operations, and making informed 

decisions. 

6. Integration with Network Elements: Explain how the SMS firewall system seamlessly 

integrates with existing network infrastructure and interfaces with various network 

elements. Discuss its compatibility with SMSCs (Short Message Service Centers), MMSCs 

(Multimedia Messaging Service Centers), signaling networks, and other critical 

components. 



 

 

7. Scalability and Performance: Highlight the system's scalability to handle increasing SMS 

volumes and support growing network demands. Discuss its ability to efficiently process 

large amounts of SMS traffic without compromising performance or introducing latency. 

8. Compliance with Regulatory Standards: Emphasize the system's compliance with 

industry regulations and standards, such as GDPR (General Data Protection Regulation) 

or local telecom regulations. Explain how it helps mobile network operators maintain 

regulatory compliance by enforcing content filtering, privacy protection, and 

adherence to specific requirements. 

9. Secure APIs and Integration: Discuss the system's secure APIs (Application Programming 

Interfaces) and integration capabilities. Highlight how it can seamlessly integrate with 

external systems, enabling interoperability with other security solutions, fraud 

management platforms, reporting tools, or network management systems. 

10. Continuous Updates and Threat Intelligence: Highlight the system's commitment to 

staying up-to-date with emerging threats and industry trends. Discuss how it regularly 

receives updates, threat intelligence feeds, and vulnerability patches to ensure the 

highest level of security and protection against evolving SMS-based attacks. 

 

 

Firewall Policies 
 
Broadnet Technologies SMS Firewall enables the development of a comprehensive set of SMS 
security rules encompassing all SMS risks to a mobile network. A policy is a set of regulations. 
When a firewall receives an SMS, it will attempt to match it against all rules in a policy, 
beginning with the first rule, then the second rule, etc. Thus, rules have a precedence order. 
 
• The Anti-Fraud Engine operates between the core network of the MNO and the remainder 
of the network. 
• It rejects and drops all undesirable traffic and safeguards the network's core from becoming 
crowded. 
• Having a rule-based message screen. It allows for the shaping of traffic. 
 
 
When implementing an SMS firewall, various policies can be defined to govern the behavior 
and actions of the firewall. Here are some common firewall policies for an SMS firewall: 

1. Sender ID Filtering Policy: 
 Define policies to allow or block SMS messages based on the sender ID. 
 Specify approved sender IDs that are allowed to send SMS messages. 
 Apply rules to block messages from unapproved or suspicious sender IDs. 



 

 

2. Content Filtering Policy: 
 Establish policies to filter SMS messages based on content. 
 Define rules to block or flag messages containing specific keywords or phrases. 
 Implement policies to prevent the transmission of inappropriate or harmful content. 
3. Keyword Filtering Policy: 
 Set up policies to filter SMS messages based on specific keywords. 
 Define rules to block or flag messages containing keywords associated with spam, 

fraud, or prohibited content. 
 Customize keyword filtering policies based on regulatory requirements or specific 

industry guidelines. 
4. Traffic Volume Policy: 
 Establish policies to manage SMS traffic volume. 
 Define thresholds or limits for incoming or outgoing SMS messages. 
 Implement policies to prevent SMS flooding or abuse, ensuring fair usage of network 

resources. 
5. Blacklisting/Whitelisting Policy: 
 Create policies to manage blacklisted or whitelisted sender IDs or phone numbers. 
 Specify rules to block or allow SMS messages from known spam sources or trusted 

senders. 
 Implement policies to maintain an updated list of blacklisted or whitelisted entities. 
6. Compliance Policy: 
 Establish policies to ensure compliance with regulatory requirements. 
 Define rules to enforce privacy protection, consent management, or opt-in/opt-out 

processes. 
 Implement policies to adhere to local telecom regulations or industry-specific 

guidelines. 
7. Routing Policy: 
 Define policies for SMS message routing. 
 Specify rules to route messages based on sender ID, recipient number, or other 

attributes. 
 Implement policies to optimize routing for cost efficiency or quality of service. 
8. Reporting and Alerting Policy: 
 Establish policies for generating reports and alerts. 
 Define rules for capturing and analyzing SMS traffic, security incidents, or compliance 

violations. 
 Implement policies to trigger alerts based on predefined thresholds or suspicious 

activities. 
9. Quarantine Policy: 
 Set up policies to quarantine suspicious or flagged SMS messages. 
 Define rules for holding messages that require further analysis or manual review. 
 Implement policies to ensure the integrity and security of the SMS communication 

channel. 
10. Maintenance and Update Policy: 
 Establish policies for ongoing maintenance and updates of the SMS firewall. 
 Define rules for regular system updates, patches, and vulnerability management. 



 

 

 Implement policies to ensure the firewall stays up-to-date with emerging threats and 
security best practices. 

 
 
 
As part of the SMS firewall's capabilities, it supports various SS7 (Signaling System 7) and SMPP 
(Short Message Peer-to-Peer) messages for comprehensive protection and control. Here are 
the supported SS7 and SMPP messages: 

1. SS7 MAP SRI-SM (Send Routing Information for Short Message): 
 The SMS firewall handles SS7 MAP SRI-SM messages, which are used to request routing 

information for a short message. This message is crucial for determining the correct 
routing path for SMS delivery. 

2. SS7 MAP MO_ForwardSM (Mobile Originated Forward Short Message): 
 The SMS firewall processes SS7 MAP MO_ForwardSM messages, which are sent by a 

mobile device to initiate the delivery of a mobile-originated short message. 
3. SS7 MAP MT_ForwardSM (Mobile Terminated Forward Short Message): 
 The SMS firewall handles SS7 MAP MT_ForwardSM messages, which are sent by the 

network to deliver a mobile-terminated short message to a mobile device. 
4. SMPP SubmitSM (Submit Short Message): 
 The SMS firewall supports the SMPP SubmitSM message, which is used by external 

applications or systems to submit short messages for delivery through the SMPP protocol. 
5. SMPP DeliverSM (Deliver Short Message): 
 The SMS firewall processes the SMPP DeliverSM message, which is used to deliver short 

messages to external applications or systems via the SMPP protocol. 
In addition to supporting these specific SS7 and SMPP messages, the SMS firewall is fully 
compliant with SMPP v3.4 and MAP 3GPP TS 29.002-Rel12. It ensures compatibility with industry 
standards and protocols, allowing seamless integration with mobile network infrastructure. 
The SMS firewall's Anti-Fraud Engine operates between the core network of the Mobile Network 
Operator (MNO) and the rest of the network. It plays a crucial role in safeguarding the 
network's core and preventing it from becoming congested or overwhelmed by undesirable 
traffic. 
By utilizing a rule-based message screening mechanism, the SMS firewall enables the shaping 
of traffic. This capability allows for the filtering and prioritization of SMS messages based on 
predefined rules and policies, ensuring optimal network performance and protecting against 
fraudulent or malicious traffic. 
Overall, the SMS firewall's support for SS7 and SMPP messages, along with its rule-based 
message screening and traffic shaping capabilities, provides comprehensive protection, 
efficient traffic management, and secure SMS communications within the mobile network 
infrastructure. 
 
In addition to the support for SS7 and SMPP messages, the SMS firewall also extends its 
capabilities to handle HTTP/HTTPS communication protocols with various methods and data 
formats. Here are the supported HTTP/HTTPS methods and data formats: 

1. HTTP/HTTPS Methods: 



 

 

 GET/POST: The SMS firewall supports the GET/POST methods, which allows retrieving data 
from a specified resource or URL. It can process incoming SMS requests and retrieve 
relevant information or trigger appropriate actions based on the provided parameters. 

2. Data Formats: 
 XML: The SMS firewall handles XML data format, allowing the exchange of structured 

data in a standardized format. It can parse XML payloads, extract relevant information, 
and perform necessary actions based on the received XML data. 

 SOAP (Simple Object Access Protocol): The SMS firewall supports SOAP, which is a 
protocol for exchanging structured information in web services. It can process SOAP 
messages, extract relevant data elements, and perform actions based on the received 
SOAP requests. 

 JSON (JavaScript Object Notation): The SMS firewall handles JSON data format, which is 
widely used for lightweight data interchange. It can parse JSON payloads, extract 
relevant information, and trigger appropriate actions based on the received JSON 
data. 

 Text Method: The "text" method provides flexibility when dealing with SMS content that is 
not structured in XML, SOAP, JSON, or other specific formats. It ensures that the SMS 
firewall can effectively process and analyze the content regardless of the format in 
which it is received. 

  
These capabilities enable the SMS firewall to seamlessly integrate with applications, systems, or 
services that utilize HTTP/HTTPS protocols and communicate using different methods and data 
formats. Whether it's receiving SMS-related requests or exchanging data with external entities, 
the SMS firewall ensures secure and reliable communication over HTTP/HTTPS, supporting 
various methods and data formats for enhanced interoperability and functionality. 
 
 
Deployment 
 
 
The firewall should be installed in the network of the service provider. It combines the signaling 
network via Sigtran (M3UA) . 
 



 

 

 
 

 
2.3 Features 
 
1. Calling Gt based filtering. 
2. Called GT based filtering. 
3. Sender Id based filtering. 
4. Home Routing. 
5. Keyworks based filtering. 
6. Calling GT validation 
 
 
2.4 Provisioning  
 
Rule Provisioning via Rest API 
 
The firewall solution can be provisioned using Rest API or with the GUI interface. The network 
provision is file based while provision of rules is from APIs or GUI.  
Rule Provisioning via API:  
 
URL : http://host:9000/firewall  
Json Body  
{  
ruleId" : "1",  
"type" : "2",  
"ruleName":"calledGtBlock",  
"op_code" : "0",  
"calling_gt" : "+878888888",  



 

 

"called_gt" : "+92199999999",  
"imsi" : "34566777777555",  
"senderId" : "TESTSMS"  
"text" : "Fraud Detection",  
}  
POST is for add rule, GET for getting the rule and DELETE for deleting an existing rule. 
 
Rule Provisioning via GUI: 
 
 

 
 
 
Firewall Rules 
 
Rule Criteria – A rule can include multiple criteria, and "AND" and "OR" logic are supported.  
In order for the message to comply with the rule, all evaluation criteria must be met.  
Cross-comparison of message parameters from separate or the same layers is supported. 
 
The user can then specify a value to match after selecting a message parameter as a 
criterion.  
This value may be an entire address, a prefix of an address, a range of numbers, or a list of 
values uploaded by the user.  
Advanced matching cases also support regular expression matching.  
The Broadnet TechnologiesSMS Firewall appends valuable parameters to each message (e.g., 
source country, source network, destination country, destination network, etc.) 
All messaging layers are supported, and the rules system has access to every parameter.  
All M3UA, MTP3, SCCP, TCAP, MAP, SM-TP, and SMPP messages are included.  
Even though the list below (Figure 8) is not exhaustive, it does emphasize some of the most 
common criteria used in rule matching. 
 



 

 

DLT Templates 
 
Distributed Ledger Technology (DLT) has revolutionized several sectors, including 
telecommunications.  
DLT improves SMS firewall and server security, compliance, and message delivery. 
Decentralized and immutable DLT may be used in your SMS firewall. Secure and transparent 
Principal Entity ID and Template configurations enable comprehensive verification.  
Each SMS sender, receiver, and intermediary receives a unique, tamper-proof Principal Entity 
ID. This prevents spoofing and fraud by precisely tracing message sources. 
 
DLT can also improve message template setting. DLT's decentralization allows templates to be 
saved and checked throughout the network, avoiding illegal changes and maintaining 
message integrity. 
DLT improves SMS regulatory compliance. DLT lets you track message-related activity. This 
helps meet government and business regulations. 
In conclusion, implementing DLT into your SMS firewall and server improves security, 
transparency, and compliance. 
 
 

 
 
 
Block SMS Firewall Management  

Our BSFM (Block SMS Firewall Management) firewall is equipped with advanced 
capabilities to ensure efficient SMS filtering and control. With our solution, you can 
effectively manage incoming and outgoing SMS messages by leveraging various 
parameters, including sender ID, prefix, client, routing, sender type group, content, 
profile activation, reroute group, force sender ID, message length, and schedule. By 
leveraging these parameters, our firewall can enforce specific rules and actions based 
on a hierarchical structure. 



 

 

Our firewall system is designed to handle all incoming and outgoing SMS traffic, 
providing robust protection and control mechanisms. By analyzing the defined 
parameters, our solution can identify and categorize SMS messages accurately. This 
allows for effective decision-making and appropriate actions to be taken based on 
the predefined rules hierarchy. 

With our BSFM firewall, you can ensure that your SMS ecosystem remains secure and 
compliant. By customizing rules and leveraging the parameters mentioned above, you 
can effectively block spam, phishing attempts, and other malicious SMS traffic. 
Additionally, the firewall enables efficient routing and management of legitimate 
messages, providing a seamless and reliable SMS experience for your users. 

Our solution prioritizes flexibility and scalability, allowing you to adapt the rules 
hierarchy to meet your specific requirements. By fine-tuning the parameters and rules, 
you can ensure that the SMS firewall aligns perfectly with your organization's policies 
and objectives. 

 
 
SMS Analysis 
 
This module incorporates advanced analytics and reporting capabilities, providing valuable 
insights into the SMS traffic entering the home network. It offers a comprehensive breakdown 



 

 

of SMS messages based on factors such as enterprise sender, sender ID, country, network, and 
more. 
The A2P SMS Analysis module delivers two key capabilities: 

1. SMS Content Analysis: This feature involves thorough scanning of the content of all SMS 
messages passing through the firewall. It generates message "Signatures" when multiple 
messages contain identical or highly similar content. The information included in each 
signature encompasses: 

 SMS message content, including any variations. 
 Count of SMS messages matching the identified content pattern. 
 Count and list of sender IDs associated with the content pattern. 
 Count and representative list of message receivers. 
 SMS message type, distinguishing between MO (Mobile Originated), MT (Mobile 

Terminated), or SMPP. 
  

 
 Traffic Behavior, provides detailed reports and notifications, highlighting any abnormal 

traffic behavior observed for specific sender IDs. This information allows network 
administrators to take proactive measures in addressing potential issues, such as 
blocking or rate-limiting suspicious sender IDs or applying additional security measures 
to mitigate risks. 
 

The SMS Content Analysis capability ensures comprehensive monitoring and identification of 
recurring content patterns in SMS messages, facilitating effective detection and response to 
potential A2P or spam message threats. 
Additionally, please note that the SMS Analysis module can be further enhanced with 
additional features such as: 

 Keyword Filtering: Implementation of configurable keyword-based filtering rules to block 
or flag SMS messages containing specific keywords associated with spam, fraud, or 
prohibited content. 

 Real-time Reporting: Provision of real-time reports and dashboards to visualize and 
analyze SMS traffic trends, identify potential security incidents, and make informed 
decisions based on the generated insights. 

 



 

 

 
 
Message calcification  
 
An "tag" of "A2P," "P2P," or "Spam" may be assigned to each signature. A tag is additional data 
appended to the signature. The tag is automatically applied whenever an SMS matching the 
stated signature is received by the firewall in the future. Whenever a message is received with 
an A2P tag (but over an unapproved route), the message might be ignored. Additional "tags" 
may be added to each signature to further categorize the communication. Facebook, 
Google, Onetimepassword, and many more are all examples. 
 

 



 

A2P Analysis Reports 
This section of the module is designed to identify enterprises engaged in transmitting A2P 
(Application-to-Person) SMS messages, such as popular platforms like WhatsApp, TikTok, 
Facebook, Google, PayPal, and more. Leveraging these additional identifiers, the A2P Analysis 
module generates comprehensive reports on A2P SMS messages entering the operator's 
network. Here's an overview of the report's key data: 

1. Separation of A2P and P2P Traffic: The report distinguishes between A2P and P2P 
(Person-to-Person) traffic to provide a clear understanding of the SMS message types 
entering the network. 

2. Transmitting Enterprises: It provides a breakdown of the transmitting enterprises involved 
in A2P traffic, including platforms like Viber, WhatsApp, and others. This information 
helps identify the entities responsible for A2P SMS messaging. 

3. Sender IDs: The report highlights the specific sender IDs utilized in A2P SMS 
communications, allowing for better tracking and identification of message sources. 

4. Countries and Networks of Origin: It provides insights into the countries and networks 
from which the A2P SMS messages originate, aiding in geographical analysis and 
identifying global traffic patterns. 

5. Source SCCP Calling GTs: This data reveals the source SCCP (Signaling Connection 
Control Part) calling GTs, which are the sending SMSC (Short Message Service Center) 
addresses associated with the A2P communications. 

6. Timeline: The report includes a timeline feature, indicating when the A2P messages 
entered the network, enabling time-based analysis and trend identification. 

7. Regulatory Tags: Any specific tags specified in the regulatory section are captured, 
providing additional information and compliance-related insights. 

 

The most valuable feature of this report lies in its ability to apply filters to the data. Users can 
interact with the report by clicking on various metrics, which dynamically applies filters and 
presents relevant information. Here are some examples of the data exposed through 
interaction: 

 Clicking on "Facebook" reveals countries, networks, SMSCs, and sender IDs associated 
with Facebook's A2P traffic. 

 Clicking on an SMSC address provides details of the companies and sender IDs utilizing 
that particular SMSC for SMS messaging. 

 Clicking on a Sender ID, such as "Facebook," displays all businesses using this shortcode, 
including those employing local SMPP connections as a grey-route. 

By offering interactive filtering and comprehensive data exposure, the A2P Analysis Reports 
provide valuable insights into A2P SMS traffic, facilitating accurate identification of transmitting 
enterprises, message sources, geographical patterns, and compliance-related information 
within the operator's network. 



 

 

SMS Anti-Phishing Capabilities 
 
SMS-based phishing, also known as smishing, has become a growing concern in the mobile 
communications landscape. Attackers exploit the widespread use of SMS messaging to trick 
users into clicking malicious links or sharing sensitive information.  
SMS firewall, specifically designed to detect and prevent smishing attacks. It employs various 
techniques and intelligence databases to identify potentially harmful URLs within SMS 
messages and apply appropriate actions to protect users from falling victim to phishing 
attempts. 
Key Actions to Combat SMS Phishing: 

1. Blocking Suspicious URLs: The SMS firewall can analyze SMS content and block any 
messages containing URLs that are known to be associated with attack sites. By 
proactively preventing these messages from reaching users, the firewall significantly 
reduces the risk of users inadvertently accessing malicious websites. 

2. Allowing Safe URLs: Conversely, the SMS firewall can allow SMS messages containing 
URLs that are recognized as safe and trusted. This ensures that legitimate messages with 
valuable links reach their intended recipients without disruption. 

3. Modifying SMS Content: In cases where the SMS contains a URL of unknown reputation, 
the firewall can modify the content of the SMS to indicate the safety of the link to the 
user. This proactive approach informs users about potential risks associated with the URL 
and promotes cautious behavior. 

4. URL Redirection: Another effective strategy is to modify the URL within the SMS content 
to redirect users to a warning or block page. This technique prevents users from 
accessing potentially malicious websites, redirecting them to a secure environment 
where they can be educated about the risks and advised on how to proceed safely. 

5. User Notifications: To further enhance user awareness, the SMS firewall can send an 
additional SMS to inform users about the safety of the link. This real-time notification 
ensures that users are promptly informed about potential threats and encourages them 
to exercise caution when interacting with SMS messages. 

The Broadnet TechnologiesPhishing Threat Intelligence Database: The SMS Anti-Phishing 
capabilities are bolstered by the Broadnet TechnologiesPhishing Threat Intelligence Database, 
which comprises two essential components: the Broadnet TechnologiesSMS Anti-Phishing 
Cloud and the 3rd Party URL reputation database. 
The Broadnet TechnologiesSMS Anti-Phishing Cloud serves as a central repository for caching 
URL reputations from all Broadnet TechnologiesSMS Anti-Phishing deployments. This cloud-
based architecture ensures fast processing of URLs within SMS messages and provides a global 
view of ongoing smishing attacks, enabling comprehensive protection for users across multiple 
networks. 
Additionally, the integration of a 3rd Party URL reputation database enriches the SMS Anti-
Phishing capabilities by leveraging external intelligence sources to identify known malicious 
URLs. This collaborative approach enhances the accuracy and effectiveness of the SMS 
firewall in detecting and mitigating smishing attacks. 
Conclusion: SMS Anti-Phishing is a vital feature within an SMS firewall, dedicated to mitigating 
the risks associated with smishing attacks. By employing a combination of techniques, such as 
blocking suspicious URLs, allowing safe URLs, modifying SMS content, URL redirection, and user 



 

 

notifications, the SMS firewall provides robust protection against SMS phishing attempts. With 
the support of the Broadnet TechnologiesPhishing Threat Intelligence Database, including the 
Broadnet TechnologiesSMS Anti-Phishing Cloud and 3rd Party URL reputation database, 
operators can ensure comprehensive security for their networks and users, defending against 
evolving smishing threats. 
SMS Trap Analysis is a sophisticated technique employed by SMS firewalls to strengthen the 
security of mobile networks and protect against A2P (Application-to-Person) SMS attacks. By 
setting up virtual phone numbers within the firewall system, known as Trap Analysis numbers, 
operators can effectively intercept and analyze A2P SMS messages originating from popular 
enterprise platforms. This article delves into the process of SMS Trap Analysis, highlighting its 
significance in detecting and mitigating A2P SMS-based threats. 
 
 
SMS Trap Analysis 
 
The SMS Trap AnalysisProcess: 

1. Triggering A2P SMS from Enterprise Platforms: A2P SMS messages are initiated from 
enterprise platforms such as Facebook, Google, or WhatsApp. These messages are sent 
to one of the virtual MSISDNs (Mobile Subscriber Integrated Services Digital Network 
Numbers) set up within the SMS firewall. 

2. Intercepting SRI-SM at the SMS Firewall: Upon arrival of the SMS Routing Information-
Short Message (SRI-SM) at the SMS firewall for the specific virtual MSISDN, the firewall 
responds with a fake IMSI (International Mobile Subscriber Identity) and a global title 
that is routed back to the originating enterprise platform. This interaction creates the 
illusion that the message has been successfully delivered to the intended recipient. 

3. Analyzing A2P MT-FSM Messages: As a result, the subsequent A2P Mobile Terminated-
Forward Short Message (MT-FSM) message is routed back to the SMS firewall. At this 
stage, the firewall drops the message to prevent it from reaching the actual recipient. 
The dropped message is logged and thoroughly analyzed to ensure that it arrived via 
the appropriate route and matches the expected behavior. 
 
 

Benefits and Insights from SMS Trap Analysis: SMS Trap Analysis provides several 
benefits and valuable insights for operators in combating A2P SMS threats: 
 

1. Early Detection of A2P SMS: By intercepting A2P SMS messages within the SMS firewall, 
operators gain early visibility into potential A2P SMS-based attacks. This allows them to 
promptly analyze and respond to emerging threats before they impact the network 
and its users. 

2. Improved Threat Intelligence: The analysis of intercepted A2P MT-FSM messages 
provides valuable insights into the behavior, origin, and patterns associated with A2P 
SMS traffic. This information helps operators enhance their threat intelligence, refine SMS 
firewall policies, and develop proactive defense strategies against A2P SMS attacks. 



 

 

3. Ensuring Proper Routing: Analyzing the dropped A2P MT-FSM messages ensures that 
messages arriving over the expected route are properly identified and handled. This 
verification process ensures the integrity and security of SMS traffic within the network. 

Conclusion: SMS Trap Analysis is a crucial component of an SMS firewall, enabling operators to 
detect, intercept, and analyze A2P SMS messages originating from popular enterprise 
platforms. By simulating successful delivery to the enterprise platforms while dropping the 
messages within the firewall, operators gain valuable insights into A2P SMS behavior and 
enhance their overall security posture. SMS Trap Analysis, in conjunction with other advanced 
features, plays a pivotal role in safeguarding mobile networks from A2P SMS threats, ensuring 
secure and reliable communication for users. 
Regenerate response 
Simbox Detection 
 
A2P simbox detection is one of SMS Sender Aggregation's primary use cases. When a standard 
SIM card is used to transmit A2P traffic. Typically, this is characterized by a single MSISDN 
transmitting messages to numerous recipients. The default configuration for identifying simbox 
MSISDNs would involve the transmission of over 20 messages per hour to 15 distinct recipients. 
This is deployed as the default configuration, and the results are then analyzed to determine if 
the matching MSISDNs can be confirmed as simboxes. This type of fraud identification will 
require network-specific tailoring based on the number of subscribers, the approved A2P SMS 
rate, and the prevalence of P2P SMS on the network. 
IRSF Discovery 
 
International Revenue Share Fraud detection 
 
IRSF fraud involves subscribers who send SMS messages with a high termination rate to 
international destinations. These messages may not reach their intended recipient and may 
be intercepted by a fraudster so that they can retain the majority of their revenue. This fraud 
will be perpetrated in one of two ways: by fraudulently procuring a large number of post-paid 
SIM cards without the intent to pay, or by infecting normal subscriber handsets with malware. 
SMS Sender Aggregation can aid in combating this type of fraud by analyzing all MO traffic 
originating from domestic network subscribers destined for international destinations. Standard 
operating procedure would be to verify for more than ten international SMS transmissions per 
hour. Similar to simbox detection, this form of fraud will require fine-tuning based on subscriber 
characteristics. 
 
 
SMS Do-Not-Disturb (DND) 
 
The SMS do not disturb functionality enables subscribers to opt out of receiving A2P sms 
messages previously identified as marketing or originating from particular A2P sources. The 
subscriber can send an SMS message to a particular brief code, at which point they will be 
added to the block list. Various keywords can be included in the SMS message to determine 



 

 

which services or sources the subscriber cannot receive traffic from. At any time, the 
subscriber may opt out of this service. 
 
 
 
 
Pre-configured Rules 
 

 

 



 

 

 
 
 
 
Network Implementation 
 
SMS Firewall is deployed on-site in customer data centers.  
Bare-metal machines deployments are supported. 
 
Network Integration 
 
The integration of the SMS Firewall into the network involves establishing connectivity with the 
customer's Signaling Transfer Points (STPs) using SIGTRAN M3UA protocol.  
The deployment of the firewall takes into consideration factors such as traffic volumes, link 
dimensioning, and redundancy requirements to determine the number and location of the 
message processor (MP) machines. 
To ensure seamless integration, the firewall nodes are connected to dedicated M3UA links 
positioned behind the customer STPs. Since the firewall does not directly support interception 
of TDM links, any TDM connections originating from external sources and terminating at the 
customer STP are forwarded to the firewall through the SIGTRAN M3UA interface. This is 
accomplished by configuring the firewall as an M3UA endpoint and configuring the customer 
STPs to direct the traffic towards the firewall for analysis and policy enforcement. For a visual 
representation of this network integration, please refer to the architecture diagram. 
 
 
Network architecture 
 
The SMS Firewall architecture consists of two types of servers: the SS7 Signalling Server (SS) and 
the Message Processing Server (MP). It is recommended to deploy these servers on bare-metal 
hardware for optimal performance. 
Within the network core, the Message Processors play a vital role and offer various 
functionalities, including: 

1. Platform for network-based message transmission and reception. 
2. SMS Firewall application for screening SMS messages. 
3. SMS routing capabilities. 
4. Web interface for system administration. 
5. Threat assessment to identify and mitigate potential risks. 
6. System monitoring to ensure the firewall's smooth operation. 
7. Database and reporting functionalities to store and analyze SMS-related data. 

All incoming messages from the SS7/SIGTRAN and/or SMPP network are relayed through the IP 
network to the message processing servers for further processing. The firewall intercepts all 
SMS-related MAP messages such as MO, SRI-SM, and MT at the access platform and forwards 
them to the Firewall Filter SMSC component on the message processing servers for screening. 



 

 

The system's capacity and efficiency can be easily enhanced by adding more message 
processors as the system scales linearly. Additionally, the message processors establish 
communication with external sources to gather information. This includes connecting to a 
remote Phishing Threat Intelligence Provider Database used by the SMS Anti-Phishing module. 
The message processors interact with this remote location to verify the safety of links within SMS 
messages. 
 
 
SMS Firewall Redundancy 
 
The SMS Firewall incorporates various levels of redundancy to ensure system reliability and 
uninterrupted operation. These redundancy measures are implemented at both the hardware 
and software levels, as described below: 
 
Hardware Level: 
 
-Dual power supplies are utilized to provide backup power in case of a failure in one power 
supply unit. 
-Dual network interface cards (NICs) are employed to maintain network connectivity even if 
one NIC encounters a malfunction. 
-Dual Ethernet cables are used specifically for handling signaling traffic, ensuring redundancy 
in case of cable failure or disruption. 
-Multiple HDDs are deployed in a RAID (Redundant Array of Independent Disks) configuration, 
which enhances -data redundancy and provides fault tolerance. This safeguards against data 
loss in the event of a single HDD failure. 
-These hardware-level redundancies help mitigate the impact of potential hardware failures, 
ensuring uninterrupted operation and minimizing downtime for the SMS Firewall. 
 
 
 
Traffic State 
 
For more precise analysis, the Firewalls Report can be filtered by firewall and proxy 
connection. 
 
Message Counts displays the number of messages received from and sent to the source and 
target proxy connections. 
 
Origin and Final Destination Displays the SYSTEM, P95, and maximal message latencies. 
originating refers to the proxy connection's originating side. Destination refers to the endpoint 
of the proxy connection that will be accessed. 
 
-Max latency indicates that all messages at that time were processed within the displayed 
value. 
 



 

 

-The system latency indicates that 95% of communications were processed within the time 
period displayed. 
 
-The SYSTEM latency indicates that fifty percent of communications at that time were 
processed within the displayed time period. 
 
 
 
 
  
Description of Broadnet SMS Firewall Solution 
 
 
Each message layer's decoding errors are graphed over time. 
 
Message actions can also be graphed and segmented by firewall and proxy connection 
using filters. 
 
A breakdown of the various communication types traversing the firewalls 
 

 
 



 

 

 
 
 
 
 

 
 
 

Actions 
 
Firewalls, policies, rules, and sources may all be used to narrow down the Actions Report. It 
provides a more granular investigation of how different policies affect the messages that go 
over proxy connections. 
 
For the chosen time period, the total number of messages allowed and dropped is shown. 
 
- Actions Both cumulative and cumulative percentage data are shown throughout time. 



 

 

 
Policy, Rule, and Check message counts are also shown. 
 
Firewalls, policies, rulesets, rules, actions, and external queries are just some of the filtering 
options available across all panels. 
 
 
Backup & restore 
The SMS Firewall employs a robust backup and restore mechanism to ensure the preservation 
of critical and essential database tables. This process is carried out at regular intervals of every 
30 minutes. During the backup procedure, the relevant configuration files and tables are 
extracted from the database and securely stored in an encrypted format. 
 
To enhance data security and resilience, the encrypted backups are stored either in 
dedicated storage infrastructure or on a separate server known as the cross server. By storing 
the backups in an encrypted state, the sensitive information within the database tables 
remains protected and inaccessible to unauthorized individuals. 
 
The backup files serve as a reliable source for restoring the system in case of unforeseen events 
or data loss incidents. With these regular backups, the SMS Firewall can effectively recover 
and restore the database tables to their previous state, ensuring the continuity of operations 
and minimizing any potential disruption or loss of critical data. 
 
 
 
 
Overall, this backup and restore process guarantees the integrity and availability of the 
essential tables within the SMS Firewall's database, providing a robust data protection 
mechanism to safeguard against data loss and enable efficient recovery when needed. 
 
Capture Module 
 
The Broadnet Firewall has a safe and efficient mechanism for capturing and storing all SMPP 
(Short Message Peer-to-Peer) packets. This one-of-a-kind function guarantees that all SMPP 
communication data is logged and archived in a specific database, where it can be easily 
retrieved and analyzed for further study at any time. With the Broadnet Firewall, enterprises 
may keep detailed records for compliance, troubleshooting, and performance assessment 
reasons. This state-of-the-art system captures and stores SMPP packets without disrupting 
network performance, allowing businesses to make educated choices and obtain insights 
about their SMS messaging infrastructure to enhance the efficiency of their communication 
channels. 
 



 

 

 
 
 
Alert Module 

The Alert Management System integrated into Broadnet SMS Firewall represents a powerful 
and comprehensive solution that ensures proactive monitoring of all SMPP bindings and SMS 
traffic flowing through the system. This sophisticated feature encompasses Dynamic Link Real-
time (DLR) reporting, enabling real-time tracking of message delivery status and identifying 
any potential delays in message receipt. In the event of an issue, such as message delivery 
failure or latency, the Alert Management System promptly triggers alerts to relevant 
stakeholders, enabling swift and targeted responses to rectify the situation and maintain 
seamless communication. 

Additionally, the Alert Management System extends its monitoring capabilities beyond SMS 
traffic to encompass hardware health monitoring. This vital aspect of the system continuously 
monitors the health and performance of the underlying hardware infrastructure. It detects 
potential hardware failures, anomalies, or capacity-related issues, ensuring that any 
impending problems are promptly detected and addressed before they can escalate into 
critical incidents. 

By effectively monitoring SMPP bindings, SMS traffic with DLR reporting, and hardware health, 
the Alert Management System not only ensures optimal SMS delivery and performance but 
also enhances the overall reliability and stability of the Broadnet SMS Firewall. With timely and 
actionable alerts, the system administrators can proactively manage and maintain the SMS 
infrastructure, thereby fostering a secure and seamless messaging environment for users and 
businesses alike. 

 



 

 

Robust Backup Module 

The Backup Module in Broadnet SMS Firewall is a comprehensive and efficient solution 
designed to safeguard vital data and files required for swift recovery in the event of hardware 
failure or system corruption. The module's core functionality lies in automatically creating 
regular backups of essential files and databases, providing an added layer of security and 
peace of mind for both service providers and end-users. 

Key Features and Benefits: 

1. Frequent Backup Intervals: The Backup Module conducts periodic backups, typically 
every one hour, capturing any changes made during that time frame. This high-
frequency approach ensures that the latest data is consistently protected and readily 
available for recovery. 

2. Customizable Backup Intervals: Recognizing that different businesses may have varying 
data protection requirements, the Broadnet SMS Firewall offers the flexibility to adjust 
backup intervals to as frequent as every 30 minutes. This tailored approach empowers 
organizations to align data protection strategies with their specific needs and risk 
tolerance. 

3. Comprehensive Data Protection: The Backup Module encompasses both databases 
and essential files needed for system restoration. It diligently copies SMS traffic records, 
configuration settings, user preferences, and other critical data to safeguard the SMS 
infrastructure's integrity. 

4. Seamless Restore Process: In the unfortunate event of hardware damage or data loss, 
the Backup Module facilitates a smooth and rapid restore process. The system 
administrators can effortlessly access the backed-up data, initiate the restoration 
procedure, and bring the SMS infrastructure back to its fully operational state with 
minimal downtime. 

5. Redundant Storage: The backed-up data is stored in redundant and secure locations, 
reducing the risk of single points of failure. Broadnet SMS Firewall's Backup Module 
employs advanced storage technologies to ensure data availability even during 
catastrophic events. 

6. Disaster Recovery Preparedness: By adopting a proactive approach to data backup 
and restoration, Broadnet SMS Firewall empowers organizations to be well-prepared for 
any unforeseen hardware disruptions. This readiness significantly enhances business 
continuity and customer satisfaction. 

7. Compliance and Legal Requirements: In sectors where compliance and data retention 
regulations are stringent, the Backup Module plays a crucial role in meeting the 
necessary requirements. Organizations can confidently demonstrate their commitment 
to data security and integrity to regulatory bodies and stakeholders. 

Data Retention and Deletion: 
 
At Broadnet, we have well-defined policies and procedures for data retention and deletion 
concerning our SMSC and firewall systems. 



 

 

We retain user data and message logs for the required duration, and when data is no longer 
needed, we securely delete it in accordance with legal and regulatory requirements. 
 

 
Vulnerability Management: 
Broadnet is committed to maintaining a secure SMS Firewall system. We proactively identify 
and address vulnerabilities through regular security assessments and penetration testing.  
Our team promptly handles any identified vulnerabilities to ensure the utmost security for our 
services. 
 
Employee Training and Awareness: 
At Broadnet, we understand the critical role of our employees in ensuring security.  
We conduct comprehensive training programs and awareness initiatives for our staff with 
access to the SMSC Firewall  system. Our employees are well-informed about security best 
practices, data handling, and compliance requirements. 
 

Third-Party Audits and Certifications: 
Broadnet values the trust our customers and partners place in us. To validate the effectiveness 
of our security measures, we undergo third-party audits and hold relevant security 
certifications.  
These audits and certifications contribute to building trust and confidence in our SMS Firewall 
and SMSC systems. 
 

Disaster Recovery and Business Continuity Plan: 
Ensuring uninterrupted SMS Firewall services is of utmost importance at Broadnet.  
We have a comprehensive disaster recovery and business continuity plan in place. This plan 
includes data backup procedures, system redundancy measures, and continuity strategies to 
address unforeseen circumstances effectively. 
 
 
 
Social Engineering and Phishing Mitigation: 
At Broadnet, we take proactive measures to prevent social engineering attacks and phishing 
attempts on our SMS Firewall system.  
We implement a combination of employee training, security awareness initiatives, and 
technical controls to safeguard against these threats. 
 

Incident Response Plan: 
Broadnet has a well-defined incident response plan for our Firewall SMS services. 
 We have established a step-by-step process for identifying, managing, and resolving security 
incidents. Our incident response team is highly trained and equipped to handle any security-
related events promptly. 



 

 

 
External Communication: 
Transparent and timely communication is a priority at 
Broadnet. In the event of security incidents or breaches related to 
our Firewall and SMSC services, 
we maintain open channels of communication with our 
customers, partners, and regulatory authorities to ensure all 
stakeholders are informed appropriately. 
 
Risk Assessment: 
Broadnet conducts thorough risk assessments on our Firewall SMSC system. We identify 
potential security risks, assess their impact and likelihood,  
and prioritize risk mitigation efforts to enhance the security and transparency of our services. 
 
Industry Compliance: 
 
At Broadnet, we strictly adhere to industry compliance standards and guidelines relevant to 
our SMS services.  
Our commitment to compliance ensures that we meet all regulatory requirements, providing 
our customers with reliable and compliant A2P SMS solutions. 
 
 

Non-Disclosure Agreements (NDAs): 
 
Broadnet recognizes the significance of safeguarding sensitive information.  
 
We use Non-Disclosure Agreements (NDAs) with our employees and third-party partners to 
ensure confidentiality and protect proprietary data.  
Our NDAs underscore our commitment to maintaining the privacy and security of all parties 
involved. 
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